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Generative Al trends

93%

organizations are experimenting
with multiple models’

50%

generative Al will launch agentic Al
pilots or POC by 20277

1. 16 Changes to the Way Enterprises Are Building and Buying Generative Al | Andreessen Horowitz
2. Autonomous generative Al agents | Deloitte Insights

61%

people are wary about
trusting Al systems3

30%

or fewer generative Al experiments
moved to production by most
respondents®

3. Trust in artificial intelligence — 2023 Global study on the shifting public perceptions of Al, KPMG
4. GenAl and the future enterprise | Deloitte Insights



https://a16z.com/generative-ai-enterprise-2024/
https://www2.deloitte.com/us/en/insights/industry/technology/technology-media-and-telecom-predictions/2025/autonomous-generative-ai-agents-still-under-development.html?utm_source=chatgpt.com
https://kpmg.com/xx/en/our-insights/ai-and-technology/trust-in-artificial-intelligence.html#accordion-797cc1e444-item-0d719072c9
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/generative-ai-and-the-future-enterprise.html

Personas of reams Development

e
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Code First Developer
(Professional Developer)

I'm a full stack developer and I'm responsible
for designing software and developing
applications with programming languages. |
need to collaborate with business users to
resolve business challenges.

My responsibility:

+ Develop full stack applications with
programming languages

* Co-developing the business with business
users and IT professionals

* Make iterations quickly to meet
everchanging business needs

IT Professional

I'm an IT manager and I'm responsible for
everything related to maintenance, governance
and security of my company’s IT environment. |
need to collaborate with the professional
developers and business team to keep the IT
environment updated and safe.

My responsibility:

* Maintain the end-to-end environment of
application development

» Take control of governance, security and
identity

* Make sure that all data are managed properly
and securely
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Low-Code Developer
(Citizen Developer)

I'm an end user from business group. | work
closely with my business leaders and finance
analysts. Although | have no coding
background, | understand the business
needs well and | know where the pain point
is from my business.

My responsibility:
* Meet business demand and resolve
business challenges

» Co-developing the business with
professional developers and IT
professionals



Al tools and copilots designed to benefit everyone at
every level, in every organization

Business users No code Low code Pro code
Expedite tasks for Enhance deliverables Build complexity Design custom outputs

everyday users through Al integration through simplicity and solutions




Al Alignment Guide

/

| want a generative Al solution

\

| want out-of-the-box solutions that work with my existing data estate for my

employees

| want to build a solution with custom data and Ul, and deploy internally or

externally

I want insights and actions for specific
roles that integrate with existing system

I want insights and actions on M365

data and plugins

| want to customize agents with
natural languages and use a
generative orchestrator

| want full control, choice of model,
and customize with code
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* Microsoft 365 Copilot Chat advanced Agent
Capabilities requires Copilot Studio Messages



https://www.microsoft.com/en-us/microsoft-365/blog/2025/01/15/copilot-for-all-introducing-microsoft-365-copilot-chat/?msockid=140cdee33be661ee2b64cd763a4c60a2
https://www.microsoft.com/en/customers/story/1771760434465986810-lumen-microsoft-copilot-telecommunications-en-united-states
https://www.microsoft.com/en/customers/story/18754-city-of-burlington-microsoft-power-platform
https://www.microsoft.com/en/customers/story/1792260322207475324-lionbridge-technologies-azure-openai-service-other-en-united-states
https://www.microsoft.com/en/customers/story/1770317375595733395-hp-github-professional-services-en-united-states
https://www.microsoft.com/en/customers/story/19787-holland-america-dataverse
https://www.microsoft.com/en/customers/story/19829-dow-microsoft-365-copilot
https://www.microsoft.com/en/customers/story/19830-eaton-microsoft-365-copilot

Microsoft's Al Ecosystem
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Different building journeys for different needs

3 Copilot Studio

% Included in Copilot for M365 * standalone Azure Al Foundry Portal

Customize Copilot for M365 Build your own custom copilots

Integrate web & Sharepoint data Integrate any data source, with full
sources easily, and use custom control over configuration of
prompt engineering the entire application

Connect with your data sources
outside of Copilots reach

Rules-based dialog management and Use base, fine-tuned or open-
conversational orchestration with a source models, with complex
prebuilt LLM logical flows

Call your redesigned business
processes and workflows

Manage own infrastructure,
custom dev, networking and
security

Configure Copilot responses to Managed SaaS, no infrastructure, built
specific questions in security and governance

Build Conversational

Build a plugi
ulld a plugin Orchestration

Extend Copllot Studio
with Azure Al Foundry




Al Systems Comparison

High

Boundaries are increasingly blurring

* Hybrid systems

Advanced Planning
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RPA
Simple Rules ° Process Automation
Low . Taskspecific ¢ Ul Interaction
. High
Low Autonomy (Decision Independence)

Key Dimensions:

* Autonomy : ability to act independently
*  Complexity : reasoning capabilities

e Circle size : feature breath



Agentic Al implementation decision tree

Microsoft Platform View

Microsoft Copilot Studio

( \ Buil}'] anew Low-code and
t ' Agentic System SaaS Hosted ?
1 ?

Standalone

Agent

Agentic System

Third Party Agents
Copilot *buy
Integrated

AgaRtin M365 Copilot | i i ( Code First \
M365 Copilot ? Agents Azure Al Foundry Azure Al Foundry

: Al Agent Service +
Assistants API g SDK Semantic Autogen

\ ) Kernel

*Production Scale >0.45

SaaS .
. : " nd Sugp tSLA
{Microsoft Copilot Studio FRetEnEt Daeea AN ArRe REST APIs R

Conversational state Azure Function Apps / Logic Apps
Need to extend management Knowledge Tools
a M365 Copilot

Automated Tool Actions Choice of *all* language models Frameworks
Agent ’ F ti Calli Scale and Support SLA
M365 Agents SDK unctions Calling
Host

Note: Recommended to move to Al
Agent Service (preview) instead.

Opensource Agentic

Al Foundry Services

KSLA pporting foundational se r'.rics!aj

Deployment Flexibility
Code Control for cross cloud

External Integrations

v extensibility.

External Applications Responsible Al / Security Add-ons
/ Channels




Al Agents:
Always On,
Always There,

Already Here

Gartner predicts 34% of
enterprise workflows will
involve Al agents by 2026.




Agent Communication




What is the Model Context Protocol (MCP)?

MCP is an open protocol that enables seamless integration
between LLM applications and your tools & data sources.

APls LSP MCP

Standardize how web Standardizes how IDEs Standardizes how Al
applications interact with interact with language- applications interact with

the backend: specific tools: external systems:

e Servers o Code navigation Prompts

« Databases e Code analysis Tools

e Services e Code intelligence Data & resources
Sampling




Model Context Protocol

Environment

@ Copilot Studio £ TechConnect 1

Sales Agent (3 Overview Knowledge Topics Actions  Activity  Analytics  Channels Published 2/3/2025 Publish Settings

Your agent is ready! Here's what's next:

{» Add actions so your agent can do things for you

) Build topics to focus and guide how your agent answers

/D Publish your agent so others can use it

Details

Name

Sales Agent

Description

A sales agent that provides product information, recommendations, and purchasing assistance to users.

Instructions

- Provide sales-related information and support to users.

- Assist users with product inquiries, pricing, and availability.

- Offer recommendations based on user needs and preferences.
- Help users with the purchasing process and order tracking.

- Maintain a friendly and professional tone in all interactions.

- Avoid providing any financial, legal, or health-related advice.

- Ensure all responses are accurate and up-to-date.

- Personalize interactions based on user data and preferences.

Orchestration  Preview

Use generative Al to determine how best to respond to users and events (preview). Le more ‘.: Disabled




Al Agents and Model Context Protocol (MCP)

of\ Enhanced Understanding of
\ Context

* VS Code GitHub Copilot

* Copilot Studio o)

« Official C# MCP SDK Improved Decision-Making

* Autogen

* Semantic Kernel

* Semantic Workbench(assistant
examples)

* GenAlScript

* GitHub MCP Server

* Azure MCP Servers

* Playwright MCP Server

e Semantic
Workbench (examples)

Increased Adaptability

Model Context
Protocol

QS) Enhanced User Experience
—

g}; Streamlined Communication

Qzégﬁ Facilitated Collaboration



https://code.visualstudio.com/docs/copilot/chat/mcp-servers
https://www.microsoft.com/en-us/microsoft-copilot/blog/copilot-studio/introducing-model-context-protocol-mcp-in-copilot-studio-simplified-integration-with-ai-apps-and-agents
https://devblogs.microsoft.com/blog/microsoft-partners-with-anthropic-to-create-official-c-sdk-for-model-context-protocol
https://github.com/microsoft/autogen
https://devblogs.microsoft.com/semantic-kernel/integrating-model-context-protocol-tools-with-semantic-kernel-a-step-by-step-guide/
https://github.com/microsoft/semanticworkbench
https://microsoft.github.io/genaiscript/reference/scripts/mcp-tools/
https://github.com/github/github-mcp-server
https://github.com/agoncal/agoncal-sample-azure-mcp
https://github.com/microsoft/playwright-mcp
https://github.com/microsoft/semanticworkbench
https://github.com/microsoft/semanticworkbench

Google Agent-to-Agent (A2A) protocol

What is A2A A2A Integration

Agent2Agent (A2A) protocol: a new open * Integrating Semantic Kernel Python with
protocol intended to help enterprises support Google’'s A2A Protocol

multi-agent systems, so agents can « https://devblogs.microsoft.com/semantic-
communicate with each other regardless of kernel/integrating-semantic-kernel-python-
their underlying technology. with-googles-a2a-protocol/

Google has gained support for this protocol
from “more than 50 partners, including
Accenture, Box, Deloitte, Salesforce, SAP,
ServiceNow, and TCS.”


https://devblogs.microsoft.com/semantic-kernel/integrating-semantic-kernel-python-with-googles-a2a-protocol/
https://devblogs.microsoft.com/semantic-kernel/integrating-semantic-kernel-python-with-googles-a2a-protocol/
https://devblogs.microsoft.com/semantic-kernel/integrating-semantic-kernel-python-with-googles-a2a-protocol/

Google A2A protocol vs. Anthropic's MCP

A2A MCP

« Agent2Agent (A2A) is an application-level « Model Context Protocol (MCP), by contrast, is

communication protocol that enables agents to
collaborate in their natural modalities—as
agents, not tools.

It defines structured message types (e.g., ask,
respond, delegate) so agents can
communicate peer- to-peer, across frameworks
and vendors.

A2A focuses on enabling ecosystems of
interoperable agents that can work together
dynamically, rather than being embedded as
functions within one another.

a standard for grounding large language
models (LLMs) with relevant data, tools, and
functions. MCP helps connect agents with
external resources— like documents, APIs, and
search—by standardizing how models invoke
and consume tools and context.

It's rapidly gaining adoption across platforms
for unifying function calling and tool use.

» Be careful with what you download

Sundar Pichai &

To MCP or not to MCP, that's the question. Lmk in comments
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¥ pagetsx X

app J profile > © page.tsx > .

import React from "¢
import PointsActivit
import NextStatusCh
import PointsActivit
inport UserProfileSt

export default funct

const pointsActiv)
const activityDate

™ | Select tools that are available to chat 44 Selected @
M OFOWBA_CHOOM_INE LODOM O0W OF Ul Iies 10 Wiy CH+ D X
¥ browser_snapshot Capture sccessibiity snapshot of the current page, this is better than scr...
¥ browser_click Perform click on a web page @
v m_m Hover over element on page ~
v hm’_typ. Type text into editable element wnh CopilOt
¥ browser_select_option Select an option in a dropdown Agent Mode
¥ browser_take_screenshot Take a screendhot of the current page. You can't perform actions...
¥ browser_press_koy Press a key on the keyboard ‘our files in agent mode. Copilot wil
v browser_wait Walt for » specified tima In seconds Uivple 'Mt.’ st
* mmands, and iterate on efrors.
¥ browser_save_as_pdf Save page as PDF .
¥ browser_close Close the page d by Al, so mistakes are possible.

g
const currentPoints = pointsActivityService.getCurrentPoints( ). tolocaleString()
const currentStatus = pointsActivityService.getCurrentStatus();

const userProfileService = new UserProfileService();
const userName = userProfileService.getUserName!();
const userAvatar = userProfileService,.getUserAvatar();

return |

<div clossName="page-container profile”>
«div className="3ldebar-aeny™>

<div>

<ing srcw{userAvatar) className="user-avaotar™
<h3>{userName )} </hi»

«pr<strong>Current Status:i</strong> (currentStatus)</p»
<pr<strong>Status Points:i</strong> (currentPoints)</p>

</div>

<gdiv>

®oAO

araan

.

Ln42, Col1 Spaces: 2

4 We are bringing full MCP support to Agent Mode.

=N

Review output carefully before use.

Announcing
® or type # to attach context
@ 1o chat with extensions

Type / to use commands

MCP support

for agent mode

Wext O peage.tax Current fie A ”.‘ VS Q()(jc
Jr workspace In agent mode

Agent v OPT-40 -

\mScruJSX 8 ®Golive WPrettir 0



Security




Security Risks (sampling)

* Agent flow manipulation

—— * AgentlInjection
* Data poisoning attacks

e Adversarial Attacks — model
theft, model manipulation,

* AgentImpersonation

* Agent Provisioning
* |dentity & Access security

: Poisoning
* Network security modet evasion - ' e Memory manipulation
. Application security * Prompt Injection, Jailbreaking y P .
. Data security * XPIA . *  Workflow corruption
* Tool abuse - Malicious e Consent failures

* Supply chain risks
* Vulnerability Management . o * Humaninthe Loop (HitL)
exhaustion, Insufficient

* Threat detection S . bypass
: solation, function compromise, : _
* Incidentresponse and . X . P e Multi-agent jailbreaks
recovery Incorrect permissions

S Piivaey snd eormslEnes . Tr.ansparepcy&Accountability . Excessive Agenc
* Human factors & training * Bias &Ethics !

functions, Resource

* Intra-Agentissues



Security Risks across Al Agent Spectrum

Threat Type

Web-Connected @Autonomous LLM

Prompt Injection

Command
Execution

Data Leakage
Identity

Impersonation

Resource Abuse
(DoS, Loops, etc.)

Network Abuse /
Phishing

Hard-to-Trace
Behavior

Lateral Movement
/ Exploitation

Example Use
Case

Tool Executor  Computer Access Multi-Agent Agent Agent API/Plugin Agent Voice Agent Edge Agent

Medium High Very High Very High Very High Medium Medium Low
Low High High Medium Very High Medium Medium Low
Medium High Very High Very High Very High Medium Medium Low
Low High High High High Medium Tﬁggﬁfg)e Low
Medium High Very High Medium Very High Medium Medium Low
Low High Very High Very High Very High Medium Low None

Easier Hard Very Hard Very Hard Very Hard Medium Medium Easier
None Medium Very High Medium High Medium None None

Solves math with
local tools

Opens and edits
files

Agents simulate
negotiations

Browses hotels &
prices

Self-directed
research and
planning

Books meetings
or sends emails
via plugins

Sets alarms,
answers
questions by
voice

Detects motion
locally and sends
alerts




Future Direction




Where is all of this going?

| Memory :CEI-:]:

history of work

(\O — User Proxy Coordinator -
_B OI‘VT—\ Acent R . g _ 'R Agent Agent M
—_ ( O ok g o— conversation
— —L LLM > — r ‘d prompt o—
— — X question query ata + . .
prompt v i answer Service i Retrieval |t Analytics | Coding |°
document summary I Cearch Agent M Agent M Agent M Agent M
y i o J
|E docs input | | output query | |data Tdata :
2 : S
| Web I .‘4
. Search
Service
databases
@ docs docker

Single Agent
Controlled by the User
Very clearly scoped iterative task

Multi-agent Systems
Working for the User
User is an Agent Boss
Wide scope complex use case requiring diverse skills

Simple Interaction
Between User and Model
Very narrow one shot task

Ex: log to JSSON Ex: providing an answer with supporting

evidence to a complex question Ex: Propose 2 Instagram marketing campaigns including

assets that would leverage the top 2 recent trends in our past
quarter US Sales to boost our mailing list user base and
predict the impact of each campaign



Thank You
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